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SYSTEM AND METHOD FOR VERIFIED
SOCIAL NETWORK PROFILE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims benefit of U.S. Provisional Appli-
cation No. 61/726,567, filed Nov. 14, 2012, entitled SYS-
TEM AND METHOD FOR VERIFIED SOCIAL NET-
WORK PROFILE, the specification of which is
incorporated by reference herein in its entirety.

TECHNICAL FIELD

The following disclosure relates to methods for on-line
identity verification and management. More specifically, it
relates to methods for verifying the identity of a user and
associating with that user’s on-line presence secure indicia
that are indicative of the level of identity verification.

BACKGROUND

There currently exist prolific problems arising from
anonymous and/or proxy users of blogs, social networks,
media and general websites’ author and/or comments sec-
tions. Further, there is an on-line epidemic of identity thefts,
fraud, threats, slander, defamation, bullying, imperson-
ations, etc., by anonymous or fraudulent “authors,” of blogs,
profiles on Facebook (or similar social network sites), pub-
lished articles, references, users, “sellers” and “commen-
tors.” A need therefore exists, for improved methods to
verify the identity of on-line users.

It is known that selected social network sites and other
on-line sites (i.e., “platforms™) utilize vetting of one type or
another to verify the identity of their users. However, the
results of such verification efforts are typically applicable
only to that platform. A need therefore exists, for verification
methods that are applicable across multiple platforms, and a
further need for corresponding indicia that are recognized
across multiple platforms.

U.S. Pat. No. 7,519,558 to Ballard et al. describes certain
technology relating to identity verification. U.S. Pat. No.
7,519,558, including all specification, description, figures
and claims, is hereby incorporated by reference.

SUMMARY

In one aspect thereof, an electronic watermark (e.g.,
similar to a notary seal) is created that identifies to users
everywhere and across multiple platforms that the profile of
this author, user, commentor or seller has been verified using
the system’s unique verification technique (method). In
preferred embodiments, those verified profiles displaying
the subject electronic watermark continue to be monitored
and authenticated by the system for the purposes of miti-
gating the identity-related problems that routinely arise in
today’s cyber web environment.

This invention utilizes a unique and novel approach to
electronic watermarking for the purposes of personal and/or
corporate identity management. In preferred embodiments,
this electronic watermark also displays a level of confidence
by a visual representation of the watermark with various
colors or graphical rendering. The system’s verification
method incorporates and/or accommodates known informa-
tion obtained through the verification process such as fre-
quency of use, known and trusted devices, geographical
location, etc.
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In another aspect, a logo (graphical indicia) is provided as
the electronic watermark and displayed with graduated
colors from a first color (e.g., red) thru the spectrum to a final
color (e.g., green), wherein the position along the color
spectrum from the first color to the second color represents
the level of screening/verification that a particular user’s
profile has gone through. The color or other aspect of the
logo may represent whether the particular user still sub-
scribes to the service. This rendering of watermark corre-
sponds with the concept of a “Trust Score” as explained in
U.S. Pat. No. 7,519,558 to Ballard et al.

In yet another aspect, a method is provided for verifying
the on-line identity of a subscribed user and securely dis-
playing an indicia in connection with that user’s on-line
content, wherein the indicia includes an aspect correspond-
ing to the verification level assigned to the subject user’s
profile, in accordance with the disclosure herein

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding, reference is now
made to the following description taken in conjunction with
the accompanying Drawings in which:

FIG. 1 is a flow diagram of a method for on-line identity
verification in accordance with one embodiment; and

FIG. 2 shows an on-line page for a social media site
(displayed on a device screen) including a secure indicia
associated with a user’s profile that is indicative of the level
of identity verification for that user.

DETAILED DESCRIPTION

Referring now to FIG. 1, in one aspect, the system 100
comprises a method of verifying the on-line identity of
subscribed users, comprising the following steps:

1) Enrolling the subject user in the system to establish a
baseline user profile (a minimum of one verifiably
unique identifier is required; however, the identifier
typically does not need to be verified as accurate,
merely unique) (block 102; FIG. 1);

2) Evaluating the identity-related data/information
acquired during enrollment, and assigning an initial
verification level to the subject user’s profile indicative
of the evaluated reliability of the identity (block 104;
FIG. 1);

3) Obtaining additional identity-related data/information
regarding the subject user from one or more informa-
tion aggregators (e.g., Dunn & Bradstreet, Better Busi-
ness Bureau, etc.) (block 106; FIG. 1);

4) Evaluating the identity-related data/information
acquired from the information aggregator(s), and
assigning a second verification level to the subject
user’s profile indicative of the evaluated reliability of
the identity (block 108; FIG. 1);

5) Obtaining additional identity-related data/information
regarding the subject user from social media sites and
other on-line sites (including, but not limited to: pho-
tographs tagged as subject user; on-line writings, blogs,
comments, sales, comments, etc,. attributed to subject
user; known and trusted device information relating to
subject user; geographic information; frequency of user
information) (block 110; FIG. 1);

6) Evaluating and comparing the identity-related data/
information acquired from the social media and other
on-line sites to the previously obtained data/informa-
tion, and assigning a new verification level to the
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subject user’s profile indicative of the evaluated reli-
ability of the identity (block 112; FIG. 1); and

7) Periodically repeating steps 5 and 6 as necessary to

continuously acquire additional identity-related data/
information, evaluate and compare the newly acquired
data/information and assign new verification levels to
the subject user’s profile (line 114; FIG. 1).

Referring now to FIG. 2, there is illustrated a secure
indicia associated with a user’s on-line profile that is indica-
tive of the level of identity verification for that user in
accordance with another aspect. FIG. 2 shows a device
screen 200 displaying a page 202 from a typical social media
site. The page 202 includes the user name 204 and user
content 206, in this case, a blog. Also provided on the page
202 is one or more secure indicia 208 associated with the
user’s profile that is indicative of the level of identity
verification for that user. The security of the indicia itself is
handled in a conventional manner (e.g., by electronic secu-
rity certificate) by the provider of the social network site and
the provider of the verification system. For purposes of
illustration, the indicia 208 in the illustrated embodiment
includes the text “VM Logo” and an elliptical design;
however, any desired text and/or logo could be used.

The indicia 208 further includes an aspect that can be
incrementally varied across a range from a first value (e.g.,
lowest) to a second value (e.g., highest) to indicate the
degree of confidence attributed to the identity verification of
the subject user’s profile. In the illustrated case, the variable
aspect is a color, which ranges from red (lowest confidence)
to green (highest confidence). For purposes of illustration in
FIG. 2, the “color” of the indicia is indicated by the wording
“Lt. Green” (i.e., light green); however, it will be understood
that the wording may not be present on the actual indicia,
only the color. In other embodiments, other ranges of
attributes can be used including, but not limited to, numbers,
graduated sizes, progressive symbols, etc.

Referring now again to FIG. 1, the use of the verification
system 100 to generate continuously updated indicia 208
indicative of the level of identity verification for a user’s
profile is shown. In FIG. 1, examples of the indicia 208 that
would be generated by the system and securely associated
with the user’s on-line profile at various times are shown.
For example, after initial enrollment (block 104), the user’s
profile may be associated with a “red” indicia 208' indicating
a low level of verification. After additional information is
received from the data aggregators and evaluated (block
108) (assuming no adverse results), the user’s profile may be
associated with a “light green” indicia 208" indicating a
medium level of verification. After still more information is
received from social media/on-line sites and evaluated
(block 112) (again assuming no adverse results), the user’s
profile may be associated with a “green” indicia 208"
indicating the highest level of verification. Of course, if
adverse information is received, the indicia color may be
reduced instead of increased.

Although the preferred embodiment has been described in
detail, it should be understood that various changes, substi-
tutions and alterations can be made therein without depart-
ing from the spirit and scope of the invention as defined by
the appended claims.

What is claimed is:

1. A method for verifying the on-line identity of sub-
scribed users for a system, comprising the following steps:

a) enrolling the subject user in the system to establish a

baseline user profile including a first set of identity-
related data/information and at least one verifiably
unique identifier;
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b) evaluating the first set of identity-related data/informa-
tion acquired from the subject user during enrollment,
and assigning an initial verification level to the user
profile of the subject user indicative of the evaluated
reliability of the on-line identity of the subject user
based on the evaluation of the first set of identity-
related data/information;

c) after step (b) is performed, obtaining a second set of
identity-related data/information regarding the subject
user from one or more information aggregators that are
associated with the system;

d) evaluating the second set of identity-related data/
information acquired from the information aggrega-
tor(s), and assigning a second verification level to the
user profile of the subject user indicative of the evalu-
ated reliability of the on-line identity of the subject user
based on the evaluations of the first and second sets of
identity-related data/information;

e) after step (d) is performed, obtaining a third set of
identity-related data/information regarding the subject
user from social media sites that are not associated with
the system;

f) evaluating and comparing the third set of identity-
related data/information acquired from the social media
sites to the previously obtained first and second sets of
identity-related data/information, and assigning a third
verification level to the user profile of the subject user
indicative of the evaluated reliability of the identity of
the subject user based on a comparison of the third set
of identity-related data/information to the previously
obtained first and second sets of identity-related data/
information; and

g) periodically repeating steps e) and f) to continuously
acquire updates to the third set of identity-related
data/information, evaluate and compare the updated
third set of identify-related data/information and assign
an updated third verification level to the user profile of
the subject user.

2. The method in accordance with claim 1, further com-

prising the following steps:

selecting a non-numeric aspect from an incremental range
of non-numeric aspects between a first non-numeric
value and a second non-numeric value, where the value
of the selected non-numeric aspect corresponds to the
verification level assigned to the subject user’s profile;
and

displaying an indicia on a website along with content
submitted by the subject user, wherein the indicia
includes the selected non-numeric aspect correspond-
ing to the verification level assigned to the subject
user’s profile.

3. The method in accordance with claim 2, wherein the
displaying of the indicia is performed in conjunction with
security measures to ensure authenticity of the indicia.

4. The method in accordance with claim 2, wherein the
range of non-numeric aspects is a range of colors.

5. The method in accordance with claim 4, wherein the
range of colors ranges from red, denoting lowest confidence,
to green, denoting highest confidence.

6. The method in accordance with claim 1, wherein:

the step of obtaining the third set of identity-related
data/information regarding the subject user from social
media sites includes obtaining photographs tagged as
the subject user from social media sites; and

the step of evaluating and comparing the third set of
identity-related data/information includes comparing
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the photographs tagged as the subject user to the
previously obtained sets of identity-related data/infor-
mation.

7. The method in accordance with claim 1, wherein:

the step of obtaining the third set of identity-related
data/information regarding the subject user from social
media sites includes obtaining on-line writings, blogs,
comments, sales or comments attributed to the subject
user from social media sites; and

the step of evaluating and comparing the third set of
identity-related data/information includes comparing
the on-line writings, blogs, comments, sales or com-
ments attributed to the subject user to the previously
obtained sets of identity-related data/information.

8. The method in accordance with claim 1, wherein:

the step of obtaining the third set of identity-related
data/information regarding the subject user from social
media sites includes obtaining known and trusted
device information relating to the subject user from
social media sites; and

the step of evaluating and comparing the third set of
identity-related data/information includes comparing
the known and trusted device information relating to
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the subject user to the previously obtained sets of
identity-related data/information.

9. The method in accordance with claim 1, wherein:

the step of obtaining the third set of identity-related
data/information regarding the subject user from social
media sites includes obtaining geographic information
relating to the subject user from social media sites; and

the step of evaluating and comparing the third set of
identity-related data/information includes comparing
the geographic information relating to the subject user
to the previously obtained sets of identity-related data/
information.

10. The method in accordance with claim 1, wherein:

the step of obtaining the third set of identity-related
data/information regarding the subject user from social
media sites includes obtaining frequency of user infor-
mation relating to the subject user from social media
sites; and

the step of evaluating and comparing the third set of
identity-related data/information includes comparing
the frequency of user information relating to the subject
user to the previously obtained sets of identity-related
data/information.
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